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1. Pre-requisites for Intune Enrolment

Pre_requisites for Minimum iOS OS 11.0 or higher
Intune Enrolment

iOS and iPad devices with good internet connectivity (Wi-Fi or 5G/4G/3G)

Symantec VIP installed on a mobile device and registered with Vodafone. Refer
Symantec VIP Access for registration procedure and refer FAQs around Symantec VIP.

Device should not be enrolled into any other MDM platform.
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1. Pre-requisites for Intune Enrolment

User needs to set a SIX digit device PIN. No S 3:06 PM - No i 3:06 P - No SIM 306 P -
repeated numbers or sequences Settings { Settings Touch ID & Passcode Set Passcode Cancel

=

Display & Brightness

e
——

Wallpaper Iﬁfﬁh}“
U

O Navigate to device Settings and tap on “Touch
ID & Passcode”

!

2 CQ0DB00B8E8

Sounds & Haptics
USE TOUCH ID FOR:
Enter a passcode

Siri & Search iPhone Unlock

Touch ID & Passcode ——o ; O O O O O QO

ITunes & App Store

Tap on “Turn Passcode On”

Emergency SOS
@© Entera Six digit complex passcode FINGERPRINTS
Battery
Add a Fingerprint...
Privacy
Passcode Options
Turn Passcode On —e
ITunes & App Store 1 2 3
Change Passcode st BER
4 5 6
B Accounts & Passwords oH ks MNO
Require Passcode Immediately 7 38 9
B Mail _ PORS 1 TUuy 1 WXYZ
| Contacts 0 &

Voice Dial

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.
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1. Pre-requisites for Intune Enrolment

@) Re-enter the passcode to set the device
passcode

Mo SIM 3:06 PM -
Set Passcode Cancel
Verify your new passcode
(@R 5 SRGE S (DR (5) S()

1 2 3
ABC DEF

4 5 6
GHI JKL MHD

7 8 9
PORS TUV WXYE
0 &

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.
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21 MDM Enrolment i0S Enrolment Instructions

On your device go to the ‘App Store’ and search
Intune Company Portal.

O Tap ‘Install icon’ to begin the download.

© Next open the app and tap on Sign in to
begin the enrolment process.

@ Important Note

Before you start this enrolment, you will
need to un-enrol/remove any existing device
management (Air Watch).

To remove AirWatch from the device, you
need to Remove the profiles by Going into
iOS Device Settings > General > Device Man-
agement > Remove Profile. Once profile is
removed you can uninstall AirWatch.

\_ Y,

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.

71 intune company portal

€ Cancel

"@

Company Portal
The Company Portal lets you socess work or school
resources and keeps them secure

Signin ——

Requires a work or school account.
Microsoft accounts and other personal accounts
are not accepted.
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2.2 MDM Enrolment 10S Enrolment Instructions

Enter your Vodafone corporate email credentials.
@ Enter Vodafone email, tap Next

© Enter password, tap Sign In

@© Symantec VIP will send a Sign in request

approval notification to your registered
devices. You need to approve it.

Company Portal

Microsoft Intune

@ Microsoft
Sign in

someone(@example.com

Lant access your account?

Sign in from another device

2019 Microsoft  Terms of use  Privacy & cookies

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.

£ Back Sign In

Sign in with your arganizational account

—

Home  Change Password  Register 2 Security Token

Cancel

v Symantec.

Sign in request sent

A 5ign In Reguest was sent to the
following mabile devices. Approve
reguest on the device

Your Device

Did not receive the Sign In request?

Send it again or

LIse another option to Sign In

Legal Motice | Privacy

Copyright © 2019 Symantec Corporation
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2.2 MDM Enrolment 10S Enrolment Instructions

@ Accept the prompt from Symantec VIP app.
G Read Terms of Use
@ Tap Accept

@© After successful authentication, wait until
you are signed into Company Portal app.

Important Note

- Download Vodafone End User Agreement from here,

Sign In Request

Approve vour Sign In request from:
Vodafone Group

https./flogin.vip.symanbec.com)
viplogin/home

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.

Vodafone
Use

In order to access Vodafone ITC resource(s), you must
read the Terms of Use.

Terms of

Flease click Accept to confirm that you have read
and understood the terms of use

e N

Terms of Use » ——G

Terms of Use v

€, Zoom out &, Zoomin

£ Resat zoom

1 Thes chevdd (15 sl sl PPV £ tail]

v T dovsin e A0 apdlilolen o prolociod by o penaoselie oF b
Lo L)

* T dioysdr g T wre P b Al o pEoTeRand o . Til0 B oF
e

Rermoal of acoei

W ey o v s o o ey Brvee. T il Ber e o Bl e
Tl 2 W o] O TR 0 O STk [
Epreredl Tay sgrer Bl Virkifore edvyeerleelemn L g

D Wy O, 0. ] s i AR B Dl o i
altempha

= Dl pviger =iy rtersd by ol s 0N corpoe e e o pEC el
PRl e

= Tl T ey o o ook B deescr F @ a nonosmplhaent or
et T 8 Sl ey

= Tl ks B device B men® n i ree ovey ol sl s
e bt SEe vre i 4B

= Wedibemp 0 rof peperuile foe B o o0 deleier of ey
pressinnl e, wli e Bl St ool i e B e
[

= Fadesue b el e sl b 2 capn thee devit e meld e
urarrdled a2 el peg e difs remoerd

e o o your devier, plemne report JconBact 1T Help deni
Frer el ol Wl e il S 04 e gl R e bt O iy

prnoral dein Snfcrwbon or dewer wribngs s el of T above
Fiohlased it i

| T ]

Please click Accept to confirm that you have read
and understood the terms of use,

2

Signing im. ..
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2.5 MDM Enrolment 10S Enrolment Instructions

The first screen explains the steps/scope that will No SM % 41 P
Vodafone _

be needed to set up and manage your device.

Device management and
your privacy

Set up Vodafone access

@ Tap Begin to proceed

Set up your device to access your email,

i ettt Here is what Vodafone can and cannot
devices, Wi-Fi, and apps for work.

see or do on your device.
© The next screen explains what device

. . . () Review privacy information =
information Vodafone IT will be able to see. | i - )
. (O Download management profile
Tap Continue to proceed | | | Q
(O Install management profile

O Update device settings « View browsing history on this device

« See your personal emails, documents,
contacts, or calendar

Learn mora » Access your passwords

« View, edit or delete your photos

« See the location of a personal device

Learn more

0

Fostpone

Continue

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.
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2.5 MDM Enrolment 10S Enrolment Instructions

When you proceed Intune Company Portal will
download the configuration profile in settings. You
will have to manually install the profile after that.

© Tap Allow to open setting to configure
profiles.

Close the dialog box showing profile is
downloaded.

o
© Tap on Continue.
F

This screen will show you the steps you need
to perform to install the profile manually.

@ Important Note

Fori0S<12.0, Intune Company Portal will
route you to install Configuration Profile
automatically. You don’t need to manually
install it.

This website is trying to download
a configuration profile. Do you
want to allow this?

lgnore  Allow

Profile Downloaded

Review the profile in Settings app
if you want to install it.

Close

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.

4 App Store -

Vodafone

Set up Vodafone access
devices, Wi-Fi, and apps for work.

@ Review privacy information
|

@ Download management profile
|

() Install management protile
|

O Updale device sellings

Learn more

Set up your device to access your email,

Continue

Fosipone

What's next?

1. Go to Settings

Select Install Downloaded Profile.

If you don't see that option:

a. Select () General.
b. Select Profiles.

2. Install the profile

Select Install and follow the on-screen
instructions to complete the installation.

app again

Learn more

Intune Enrolment Instructions | Version1.3 | C2-General
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2.4 MDM Enrolment 10S Enrolment Instructions

Navigate to device Settings->General->Device
Management. (Profiles & Device Management in
i0S 13.04)

° Tap on the downloaded profile

© Tap Install to proceed

(@ Again tap Install to confirm installing profile

O Atthe warning screen tap Install to continue
with the configuration process

{ General

DOWNLOADED PROFILE —

ﬁ Management Profile

Profiles

0 safari &

Cancel

Signed by

Description

Cantalins

2:06 PM A 7% -

Install Profile

@ Management Profile

I05ProfileSigning. manage.microsoft.com
Verified «*

Install this profile to get access to your
company apps

Device Enrolment Challendge

Moaore Details

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.

Install

Cancel

“ C

No SIM @ 2:07 PM B7% .

Install -

Cancel Warning

ROOT CERTIFICATE

Installing the certificate "Microsoft Intune
Root Certification Authority” will add it to the
list of trusted certificates on your iPhane.

MOBILE DEVICE MAMAGEMENT

Installing this profile will allow the
administrator at "https://
i.manage.microsoft.com/
DeviceGatewayProxy/ioshandler.ashx" to
remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions, install,
manage and list apps, and remotely erase
data on your iPhone.
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2.5 MDM Enrolment 10S Enrolment Instructions

You will receive a pop-up to trust remote

Management.

Tap on Trust.

Tap on Done once the profiles are installed.

(Fori0S<12.0, Intune Company Portal will route you
to install Configuration Profile automatically. You

don’t need to manually install it.)

Open the Intune Company Portal app.

Tap on Continue.

@ Important Note

If you choose to ‘Cancel’ the setup process
at this stage, you will need to start over

from step-1.

/

Remote Management

Do you trust this profile's source to
enrol your iPhone into remote

management?

Cancel

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.

No SIM @ 2:07 PM 5% -

Profile Installed Done

Management Profile
Vodafone ITC

Signed by  105ProfileSigning.manage.microsolt.com
Verified

Description Install this profile to get access to your
company apps

Contains Mobile Device Managenent
Device ldentity Certificate
2 Certificates

More Details

Mo SIM =

Vodafone

Set up Vodafone access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

@ Download management profile

|
@ Install management profile

|
O Update device settings

Learn more

Continue

Postpone

Intune Enrolment Instructions | Version1.3 | C2-General
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2.6 MDM Enrolment 10S Enrolment Instructions - If PIN not already set on the device

The first part of the enrolment is now complete,
and confirmation will be shown with a green
tick icon.

@ From the Categories, choose the device
type.

© Tap on Continue to confirm device settings.

@© This will confirm device settings.

Vodafone

Choose the best category
for this device

This category helps your IT admin
provide access to company resources
for this device. After setting this
category, you must contact your IT
admin to change it.

Corporate —

BYOD

Contractor

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.

Mo S = 1:43 P

Vodafone

Set up Vodafone access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

@ Download management profile

|
@ Install management profile

|
O Update device settings

Learn more

Fosipone

Confirming device
settings...
This may take a few minutes. You can do other

things on your device while Vodafone device
setup completes.

Confirming device settings...

Intune Enrolment Instructions | Version1.3 | C2-General
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2.6 MDM Enrolment 10S Enrolment Instructions

© Update the settings to make your device

complaint and then tap on Check Settings.

© Tap on Done to Finish the enrollment
process. At this stage, the mobile device is
enrolled successfully.

@ Intune Company Portal app will open. You
can navigate to: “Apps” section to see apps
“Devices” section to see you enrolled
devices.

Update device settings

Tap Check Settings to recheck your
compliance with Vodafone requirements.

iPhone 8
Last checked: 27-May-2019 at 2:09 PM

Set a password
Set a password

Check device settings again

Check Settings —

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.

Ho SiM 1:44 PM

Vodafone

You're all set!

You should now have access to your email,
devices, Wi-Fi, and apps for work.

Review privacy information

|
@ Download management profile

|
@ Install management profile

|
@ Update device settings

Laarn more

Done

Apps

Featured Apps View All

Microsoft
Outlook

HE‘EEI‘I“}F Published View All Apps
Microsoft Qutlook
Microsoft Corporation

Microsoft Excel
Microsoft Corporation

il birrnenft PrvoarBaint

EEE e | o
| 1} | L L F ]
EEE -1 l.J |

D s 1o 4 Motilicationg bd o

AppE
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Outlook on Mobile -
Configuration
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3.1 Qutlook on Mobile App Installation

To install Outlook iOS App

A
Apps Microsoft Outlook
@ Open Intune Company Portal i ot
. &
“Apps” SECtiOn tO SEE apps Featured Apps View All

Qutlook lets you bring all your email
accounts and calendars in one convenient
spot. Whether it's staying on top of your

“Devices” section to see you enrolled devices

App Installation
“Lmanage.mecrogoll,com® B about to

inkox or scheduling the next big thing, we... install and manage the app "Microsoft
Cutleok™ from the App Store,
Yo iTurds sccount wall nol b

B
© Select Outlook and tap on Install
o

show More... charged for this app.
Cancel Install
DreamLab
Size 0 bytes
i View All A
On next screen, tap on Install Recently Published iew All Apps SR R
Microsoft Outlook e Device management v,
Microsoft Corporation required o
o lonic POC
Vodafone - r_ w
[ = EEN R
!!! -:a @ w et l.;: ﬁ - ?' P [l LS E 1 | EIET

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.
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5.2 Outlook on Mobile App Configuration

To configure Outlook on mobile: ¢ Back sign In
N : 1 Account Found
rQ00

O Open the Outlook app ﬂ

Your Vodafone Email Address|

=

© Tap on Add Account

@© Enter your Vodafone email credentials and tap
on Sign In

Sign in with your organizational account

—

Sign in

Add Account |

Skip

Privacy & Cookies

Home Change Password  Register a Security Token

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.
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5.2 Outlook on Mobile App Configuration

() Symantec VIP will send a approval notification
to your registered devices, approve it

() Accept the prompt from Symantec VIP app

@ On the next screen if asked to add another
account, tap Maybe Later

Cancel

\/Symantec,

Sign In request sent

A Sign In Request was sent to the
following mobile devices. Approve
request on the device

Your Device
SYMC 0000 0000

Did not receive the 5ign In request?
Send it again or

Use another option to Sign In

Legal Notice Privacy

Copyright © 2019 Symantec Corporation

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.

Sign In Request

Approve your 5ign In request from:
Vodafone Group

https://login.vip.symantec.com/
viplogin/home

Mo SIk 2

508 PM

Add Another Account

Would you like to add

another account?

753 E.

Mayhe Later Let's do it!

Intune Enrolment Instructions | Version1.3 | C2-General
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5.2 Outlook on Mobile App Configuration

© Now you will be able to receive emails once
you have successfully signed into the
Outlook app

Attention

When syncing email for the first time,
some necessary security checks need

to be performed to ensure your device
and credentials meet security require-
ments which may take up to 15 minutes.
Please do not be concerned if the first
sync takes some time to complete.

\

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.

Mo SiM = 2:56 PM % .

o) Inbox 4

Other &) Filter

Yesterday

k @ Microsoft Intune Notification Thursday
Device Enrollment

Please open the application "Company
Portal" and follow the instructions within.

_@ Microsoft Intune Notification Thursaay

Time to update your operating system (O...
The OS version your using doesn't comply
with the coporate policy, update your OS... —

This Week

. @ Microsoft Intune Natificati... Wednesday
Device Enrollment
Please open the application "Company
Portal" and follow the instructions within...

Microsoft Intune Notificati... Wednesday
Tirme to update your operating system (O...
The OS5 version your using doesn't comply
with the coporate policy, update your O5...

_ MMM, Naware, Shruti, Vodafone... Wednesday

Q 31
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0365 & Apps Installation
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4. 0365 & Apps Installation

You can download the required apps from Intune
Company Portal app section.
For Microsoft Word, follow the below steps:

@ Search Microsoft Word in Company Portal
App section and Download it

(B Open the app from home page

@© Tap on Get Started to grant access to you
media, files on your device

Microsoft Word

Microsoft Corporation

o
I

The trusted Word app lets you create, edit,
view, and share your files with others quickly
and easily. Send, view and edit Office docs
attached to emails from your phone with th...

Show More...
Size 0 bytes
Date published 03-Jun-2019
Device management Yes
required
H OO @ MO ..
App=s Dbt it 25 Saippar Motifications M

Comp Portal

No SiM =+ 3:00 PM 60%

Use Word on the Go

A
&

Sign in or sign up for free

=

Get Started ——e

Intune Enrolment Instructions | Version1.3 | C2-General
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4. 0365 & Apps Installation

0 You can Turn On the Notification or tap on No SIM = * 3:00 PM 60% ) No SIM = 3:00 PM 60% M) No SIM @ & 6:47 PM 65% )
Not Now as per your needs
&
© You will receive a Notification ‘ You're All Set’ Take a
Tap on Create or Edit Documents tour
YDUIrE A“ SEt Blank document T;Ej.fzrrrdc Take Motes
G MICI’OSOft Word |S ready to use You're now ready to use all of the benefits =3
included with your Office 365 subscription.
Don't Miss Anything
Create and Edit Documents __G __G
Get notified when someone shares a document Make a List Write a Journa Create
or collaborates with you. el
Turn on Notifications __o
Mot Mow 3}
MNewsletter Brochura Flyer

Attention

Similarly you can download and configure
all other required apps from managed app
store.

\

If you need IT support please use the My IT self service to raise a ticket, or contact your local Customer Service Desk.
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Thank you
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